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Why protect
Azure AD?
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Disaster recovery protection
* Protect Users and Groups
* Protect business-critical identity and application objects
* Recover objects that Microsoft doesn’t protect
* Extended retention period

Improve security
* Protect policies (incl. Conditional Access), not just data

* Full auditing and traceability of changes to access and device
management policies

Protect against day-to-day data loss
* Rapid recovery of “oops” deletions or changes

Improve IT efficiency
* Selectively roll back changes

* Speed up troubleshooting by allowing quick last-known-good
restore
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Microsoft’s native recovery features—and its limitations

Microsoft has invested quite a bit of money in providing
recovery (versioning, recycle bin, and preservation features), but one area
where the native protection tools are weak is in the directory.

If your Azure AD account is deleted, you can recover it for 30 days—but
can you really trust the native recovery features? What if an admin receives
a request to restore Azure AD cloud objects on day 31?

And what about being able to roll back to a previous good state if everything
has gone south?

Microsoft recycle bins are not alternatives to a backup, and were never
intended to be an enterprise-level recovery solution.

What can/can’t be recovered from the Recycle Bin
Not all objects go through the Recycle Bin when they are deleted.

Certain types of objects are “soft deleted,” which means they are put into
the Recycle Bin, while other objects are “hard deleted” —they are not put
into the Recycle Bin and therefore cannot be recovered.

Azure AD objects that are soft deleted include:
e Users: 30 days retention period

* Groups: 30 days retention period

e Audit logs: 90 days retention period

e Sign-in logs: 90 days retention period

Azure AD objects that are immediately hard deleted

include:

e Security groups

e Distribution groups

e Enterprise Apps/Service principals
e Conditional Access policies

¢ Device policies

Many Azure AD objects have complex configurations or specific interactions
with other systems. Those details are not captured by the Recycle Bin and
cannot be restored from it.

Finally, the Recycle Bin is for deleted objects only. If an object has been
changed rather than deleted, the Recycle Bin cannot help you restore the
object to its previous state.
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What's conditional access policiesin Microsoft?
CA policies are if-then statements used to apply the
rightaccess controlswhenneededtokeepthe
organizationsecure.

Example: If a payroll manager wants to access the

payroll application, thenit's required to do multi-
factor authentication to accessit.

IF THEN
°
PAYROLL PAYROLL MFA
' MANAGER 5 APPLICATION REQUIRED

What's conditional access policiesin Keepit?
Keepitbacks up all conditionalaccess policiesinthe
Azure AD tenant.

Py Conditional access policies
py
~»®* What's the customer value?

CA policies backup and restore in Keepit
Keepitallows ITadmins to make clear decisions

on how they wantto backup and restore CA policies:

* select whetherthey wantto backup CA policies
* backup all CApolicies in thetenant

* selectively choose what CA policies to restore

* preview selected policies in a JSON format

* restoreselected CA policies in-place

Control access to your environment
Backupis relevantfororganizations that manages large
numbers of CA policies. Admins face two significant
problems when CA policies are not working:
e Userscan't getintoimportantapplicationsto
do theirwork
* Userscan dothingstheyshouldn'tbe abletodoifa
CA policy was deleted

Thereisno retentioninthe Azure portal if CA policies
are deleted—they are immediately hard deleted and
gone.

Admins want to be able to recover CA policies from
the time they worked to avoid situations where users
can'taccess apps or where users can do things they
aren't supposed to.


https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/recoverability-overview
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=== App registrations

What is an app registration in Microsoft?
Appregistrationis anidentity configuration foran
applicationthatallowsittointegrate with Azure AD
(application object).

Unique information
about access to app

Register App registration of

app in AAD app created in AAD

i Contoso | App registrations

¥ g Keepit SSO| App roles <

What is app registrationin Keepit?
Keepit backs up application objects that have been
registeredin Azure AD.

Wl 4 What's the customer value?

App registration backup and restore in Keepit
Keepit's Azure AD backup allows ITadmins to make
cleardecisions on how they wantto backup and
restore app registrations:

* selectwhethertheywantto backup app
registrations

* backupall app registrationsin the tenant

* decide whethertorestore individual orall app
registrations

* preview selected service principal in the
object metadata previewer (the app name,

application ID, object D, and homepage URL)

* restore appregistrationin-place

Access important apps whenneeded

If an app registrationis deleted (accidentally oron
purpose) from Azure AD, employees can't use

the application—that's annoying as they can't access
importantappsand work will not be done. Until the
app registration has beenrecovered, noone can
communicate with the app.

With Keepit, admins can roll back to a previous
snapshot and restore the app registration back in
place, so employees can quickly regain access to
important apps.

Example:

If Paul Robichaux removes the Keepit app registration
inour Azure AD, no one inKeepit would be able to
accessthe Keepit platform—and that would mean
trouble forsales!
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Service principals / Enterprise apps
5 What's the customer value?
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What's a service principal in Microsoft? Service principals backup and restore in Keepit
When an app registrationis created, acorresponding Keepitallows ITadmins to make cleardecisions
service principal iscreated inthe Azure AD on how they want to backup and restore service
tenant. Simply put, the app registration describes principals:
whetherthe app existsand how totalk to it, while the
service principal explains whois allowed to access and * selectwhethertheywanttobackup service
manage the app: principals
> * backupallservice principalsin the tenant
Fensloystes faure seveDirectonytenant = eimm e ! * decide whethertorestore individual orall service
1 App registration Service principal . . .
| EHm aEm : principals
! o -— Ty |
""""""""""""""""""" * preview selected service principal in the object
What's a service principal in Keepit? metadata previewer (service principal name,
Keepit backs up service principals registeredin the service principal ID, and object ID)

Azure AD tenantalongwithits assigned permissions
* restoreservice principalsin-place

Bring back permissions seamlessly

If a service principalis deleted, the app registration will
still be there, butall the access policies and permissions
for the application will be gone.

Service principals can be used fora lot of Azure objects
besides justapplications. Multiple permissions might be
tiedtoa single service principal—e.g. application Xis
allowedtotriggerarunbookin Azure automation, create
anewAzure VM, etc.

Admins need to be able to quickly putservice

principals back, because they may have granted specific
permissions to that application to read or write certain
data or to go to certain parts of the network. Without
backup, these permissions can be complex and time-
consuming to restore manually.
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Intune device compliance policies
What's the customer value?

What's Intune device compliance in Microsoft?
Intune device compliance policies are aset of custom
rulesthatare setby the organization to make sure

that usersdon’tconnectrisky orunsafe devicesto the

network—only compliant devices are allowed in.

Organizations can definewhat 'being compliant'
meanstotheirbusinessandsetup policies to verify
whetheradevice iscompliant.

ENCRYPTED?  PIN SET?

= [0 = Y=

What's Intune device compliance in Keepit?
Keepit helps organizations backup and recover their
Intune device compliance policiesin Azure AD

Device compliance backup and restore in Keepit
Keepitallows ITadminsto make cleardecisions on how
they wantto backup and restore Intune device
compliance policies:

* select whetheror notthey wantto back up Intune
compliance policies

* backup all device compliance policies in the tenant

* selectively choose what device compliance policies to
restore

* preview selected policies in a JSON format

* the policy will be restored as a complete unit

\

Keep your network safe

Intune device compliance policies are playingan
important partin keepinginsecure and unsafe stuff
like malware out of your network.

If a device compliance policy changes (accidentally
or on purpose), the network might be exposed, and
admins would want to putthe policy back
immediately to close the security gap.

Without backup, it will be time-consumingto
identify and rebuild deleted/lost device compliance
policies



keapil

Intune device configuration profiles
What's the customer value?

What'’s Intune device configuration in Microsoft?

With Intune device configurations, ITadmins can enforce a
set of standard policies onto devicesto ensure all devices
meeta certain level of security before being allowed to

enterthe network.
ENFORCEQ POLICIES

Sales AD Group Windows device 8-digit code Encryption turned on

Lt ==1+0

_____________________

Example: For every Windows device that belongs toauser
inthe Sales AD group, we enforce themto have an 8-digit
PIN and encryptionturned on. If they change it, we will
automatically change it back.

What'’s Intune device configurationin Keepit?
Keepit helps organizations backup and recovertheirintune
device configuration policiesin Azure AD.

Device configuration backup and recovery in Keepit
Keepitallows ITadmins to make cleardecisions on how
they wantto backup and restore Intune device
configuration policies:

* select whetheror notthey want to back up Intune device
configuration profiles

* backup all device configuration profiles in the tenant

* selectively choose what device configuration profiles to
restore

* preview selected profilesin a JSON format

* restoreselected device configuration profiles in-place

Enforce your security boundaries

Intune device configuration profiles are putin place
by IT admins to automatically enforce certain
configurations of devices.

The profilesare how admins define and enforce the
organization’s security boundary.

If a device configuration profile has been changed
or deleted, admins wantto be able to see exactly
what changed, so they can restore the profile back
to a point-in-time where everything was working.

Without a backup, admins risk having gaps in their
security posture, which could let bad stuff into the
network
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What’s Bitlocker recovery key in Microsoft?
Bitlockerisasecurity feature usedto protectdataona
device. Bitlockerforces encryption on the wholediscdrive
on a computer. Whenit'sturned onitencrypts every bit
of the computerdrive.

The security key used to encrypt the computerisvery
long, makingitimpossible to crack. When Bitlocker
generatesits encryption key, it can store an additional key
inAzure AD called a protector. If a Bitlocker passwordis
lost, the machine can be unlocked with the protector.

What's Bitlocker recovery key in Keepit?
Keepitbacks up and shows the Bitlockerrecovery keys
stored as attributes of device accountsin Azure AD

Bitlocker recovery keys
What's the customer value?

Bitlockerrecovery key backup and recoveryin Keepit
Keepitallows ITadmins to make cleardecisions on how they
wantto backup and restore Bitlockerrecovery keys:

select whether or not they want to back up Bitlocker
recovery keys

backup for all devices in the connector scope

selectively choose what devices to restore Bitlocker
recovery keys for

preview selected devices

Instant access to the right Bitlocker protector
Losing access to Bitlocker recovery keys causes
problemsif youwantto unlockan encrypted
computer. Without the right key, the computer
deviceislocked, andthe onlyoptionistowipeitand
start over.

That’s problematicif the computerholds valuable
data. It’s evenworse if aninsider started an attack
fromthe device and then leftthe company. Now,
the admin can’tdo forensicanalysis onthe machine
to determine how toremediatethe attack.

Keepit gives admins a way to go back and look at
the history of the Bitlocker protector and get access
to the right protector to unlock an encrypted
computer drive.





